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£83*lfc I C*j- H i: . IS I C#- K fc<3««^gU3 
iifl#S$:^ LT -fc VXnr-9 £IBft-f& 5>f -fc V 

c#- Kwaawns^fkL-r* 1 comity J 
T-fki-zm i w&rtt&f&t . fineac i cov&mt? 

xmmmsx oieftsftfcig i£>n§^<ffc5>r * >xf- 
*£fijfei ca-KJcatu ureic^-Hicu. fine 

vxf-? £ iffiHHMtra-^t lt ^ -fe yxf- * 
t-t limits t, may-no-AT-rmzmT- 

?Z±m-h&T-9&jSU£fkb. filter -fe>-x-r- 
* * fines r - * -cus^-ft: L T » 2 <OHf #ft 5 -t y^. 
T-^Sr^-r^3S2<Oi«#-ft#gfc, fifiB^-fey* 

t — * linear- vztttbxi mcomMf- 9 1 

Miear- ^^#ST*fne#B!c Lfctt5&r- ?«=:SI 
»f- * L . m&H&kT- 9 £ If- 9 b LT 
«SBiB2<0i«#fl:#ST. l5iea^r-^5:Bf^LLT 

Hf^-fbH^r- ? l , iraE***-?-** I 

- KfcEtt-r h Z\ fc «rft«fc Lfcfy^JUffflfly 
^.f A. 

[|f*3S2 ] If^JlHc^ft^rV^/P^a'ga^x 

fine 1 c Fcom 2 ioss^f fifc . m 2 
tffiimtmmmzsi&t&zk ztmt Lfcr^ 

-^5rHtrieamar-^T'S^b-rsm2oa^-f^s 

fne 1 c*-wmmm!mmmfrt>ffl§sm2co«§^ 
itu-tyxT—rt'Zimhmz. wsammf-^ 

TMieH^r- * msSm^L^X'Wz fcttf- ? ii <fc 
t^fc$rf»5l!«r-*££jSU fl$ifc£±)££ixfcfl 
r- * £ Htriea^r- ^«#8t«If- * ^jISd L 
T*rfc£«J*!T-*fcU IWc&ft]fcr-?£fiJfe$T 

ftLT£rfc&i«^l3^r-?££j£L, flreftSftr 
— I C/j— VlzKMfth b b Uc, S^ISif- 
*T**> SMiea^ilr-^ frEflb^^MIM-i ZbZft 
®t Lfcr^/H^fgav-x-rA. 
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^><7)7-f -fe yxT-?w^*hhwmmmiizmi 

^tt, fifiefflRfgS££>& v >tt»t63?:fcj&*& o 5 -f -t 

izttfc Ltzmf-f £ mmT-?frt>wm 

LT«rfc3r«jBr-*£fftjJtL, fineafefcric^aTfrfc 
^H^tr-^5:^t, K*ifcfc*BK*r-**ffl^ 
Tmfe#rfc &St5S-f- * £ miiem 2 <mtftik.&8r(&ft 

1 Lxmimmmmmm 

izim L , IJEfr =ar«JWair - ^ ttWffi IC*-Hl: 

imth tti> tzmst&m?- ? zm^-tzz t 

Wit Ufy^^tflyXfA. 
[M*«5] ff*JaifcJ:t/i»^<Jl2, I»5J<^3. If* 
«4 eor ^'^/l^lS^l^r ATft o T . 

wie i c # - h iz&mmx?- 9 * m^t-t & m 3 <m 

m 2 coffiftmrnmitz 7-f*^f-^ zmwrtz t * 
fctt. «ne*2<oflwuHsait=««-r4»2<o 1 
- FWAfflmzm^x&mt&m&yJ-tyx?-?* 
m^3<nm^tt&fkx*vfr&-r& i i: *wat Lfcr>-* 

^yi^mt^a^^rA. 

[f»*JS6 ] «$®ggi: , M«<^it^JEbtfc^M«t . 

K^BH«-ci«*ffc £ n fc nwftf- ^ * mivmmxm. 

-b >-X r - 9 5r mieUr- ^ T'Bf#-ffc LT $ 2 cosf-t 
-fbr-^Sr^-r^Bf^-f^ai:. Huie^r-^ftcT) 

H?iear-^^^ ty>r na^a^x-^t-r^a^r 

-^±Bg¥St^lS(t. Miefflr - 9 £M^®xmift 

& i.timm7 : -9mzmmm7 : - 9 l . KOKti 
f-^^sf-^ i: lt friem 2 wm^ft^a'c, fine 
a^r- ^ ^ uf^-fb l t mmmziT- 9£>kf&L, m 
im$mT-9* 1 c * - vizim-tz z t zmmt l 

?tIC^-h*. 

[W*«7] IC^-HtclK^aii:. K«®«^JEEL 
fc^BHUi: . K&BIW|-Ci«^hS*i.fcBS^fk5'f -b>^ 
r-^5rB5ieif9a^iTW'fkLT tyxf-^tt 

±JR-T ^ar-^^^Si: . fiJie^^-feyxx-^Sr 
fijiear- ^ TBf^-ft; LTm 2 couf^^r- ^ 

4Bg^(t^iat. fine^-f-feyx-f-^ftcofijiear- 
^ i»T 1 m<7)m^~9 1 -tz>m%.T-9£M¥- 
®b*m-r. mmT-9£M^®xmffifg.Ltimi 

-f— ^S^H^Hr— ^2-^L, l^l^lir-^$rSS 

7 r -^fcLTfines2c7)Bf^i:^gT\ fineii^f-^ 

$• Bg^ ft L T ftf-^tHsiif - 2r ^ESc L . filiea^filr 

-^^ 1 cti-Fizim-t&zbziimb l. fifie 1 c 
Kh«s^¥a$:*-r-sfflffi®asia(c(ififiem2 



[000 1] 
[0002] 

[00 03] JJE. ^^-fdeS*— 5>v?T«. *m 
ffmmfco >T->Vtftmmmffl*jYLX n y^y -y-tf- 

y v £ 5 -r * yxxm.mt Lxm^th . 

[0 0 04] 

[«9fjWSRfcL J: 3 fc-f 6I81H] ifE^^O^f^iffia 
*-K^T(i, fK^-Y-feyAi&JiA-f&Kii, 

■< -fe y ^ £ ffiAtcaaw-* ^icov vt *i6 

[0005] #»HJ!OSWfi, flHfcW&Bfc/hSfcEJ* 

*yxz ( m.-tz>z\ti) i X'%. Bf^^-f-t 
yxsr^cfax-^, $^>c ic#-KBrar#«a 

hz\bX\ C#— H * J*t># < rt£»tT, fc* £ tt,nyf 
[0006] 

t IX. y^^y^mK^z^-J^^m-ytz^ 

wcmz-yx* i c*-Y±xwam*mvx&mc. 

Lfzco-h. gL^±WCck0ff7t^7'f-by^5-± 
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ic*-Ktn u*yxm%.m£j&.L. mumiL 
m<r>v4 -^yxm^ttibx^itL. zw&tsbXBi 

mt Hr y fcfflf iMSCift & . I C 

[0 00 7] liUicOJ:3^7-f-lryx#«^{c c t>9. 
SWSJtOiKrlr^ I C 77- YX* t # < ^7 4 -fe yx 

[0008] 

[ o o o 9 ] m i Ji^XHBow-^nttwrftiT*^^ 
yu*f««a^x7 i A<oi)wi7'o v ? ere* & . mm 
wmww*. ion*7h7-^. ii«ffi$g®iffi 

2 0«iIC^-HTS> l 9, W^ffi^-^N'lfcit/ 
flH8Wa*H*l Ui*-yh»7-^7tSSK$*i., IC* 
-K2 0«tiWRiB*l lfcga&UT^S. fcTF> -Wi-P 

[ooio] i en. ^< 1 1 . ten 

*a 2 , ra^n^a 6 . i2iE¥S 8 a x vmm&z 7 a* 

im^$&8xcDic*-vcr>im, Bt^tk^a 

6 (c J; 6 1 fil*#a 2 l;:*g&*i£ ixT n 5 -fe y xcoBf^- 
•fk, fc«tW f i»l#a7 2:^L!tl«-^-fkL^5-f-kyx<7) 

[0011] tiMBffi* 1 1 {c{±. ^< b t , C P U 1 
5fcJ:LS"CPUl 5iAAl 6-CSitSROM37, 
IE«#ai4. 1/0 17, S4#gl9t, I/Ol 
7-dW»S^*A**ai 8. ICXr-N'I/Fl 3, 

art^a 1 2 . 3 5 . ^^tn^^a 3 6 xmss, 

ib 1 C77-K i/f 1 3iiic*-F2otm, a 
m^a 1 2 {iffl$Biefi-9--^ <it*7h7-^ioT» 

[00 12] I C77-H2 0tCfi. ^<fct>. ffllfiffi 

* 1 1 bmmtz>m<r>xstt 1 /f 2 3 , tsfgsfi^- 

Al *BiE-ri*Wl8IE¥a2 1 . flWHE^WN* 1 co 
Bf^-fk#a 6 #54 * yx£B§^ft-f -l>^<7)& 5 
2 2, *Jj:^ISMl2 2fc:jktJCLfclH«i2 4, 

2 4 ^^xmmt^^^y^mmtth^,cr)^i\: 

#a2 3 , «a*<0«T-*£^-rft«£j*#R2 7 . 

n±«#a 2 7 t« L/cn-f - ^ tf- 9 enm^im 
mzfto ng^k#a 2 6 , ^tfig^a 2 7 x^®. Ltzm 
7-?<r>M^frz±bfrxm^-**wfct&im%- 

a3 0, WffiSDR-f-^Srit^k-filR^aiTftSaBR 

■r-^ Srf»$g«* 1 1 wieii^a 1 4 «k <o vn/ta-t. m 



«sk»t- * x-Kfi^- ? * imfc-th ffi^t^a 3 1 
[0013] ai^i : ^fi < i : a>-XT-Atfctti>7'f-b 

[0014] a2ti*fMB<0*l«?5||itfif9fc:*j»t4 94 
HryXA¥*KI<0^<07n— f-v— hT*>S. 10 1, 
1 0 2fcit/l 0 3li-£ft-?ii0lc9fi!$8Efi1J--^ 
1 . «*^5fcJ:tn C#-K20fcfett*Hi«£iS 

[0015] 7-i-t>xzA^-rz>m&tt. minmm 

£ . tit^iai* 1 liflHREfi-fr-A 1 1= 

ft 1 1 1 Sr^ofctimffift-f-A Hi, I C#- H 2 0 

1 1 2 trfi v\ I C/j— H 2 0"Ct 
MEflWw* 1 cOfglE^a 1 3 0 Srfif p . &K*g9 1 1 

2fcj:t>'!gfiE5!!iSi 3 o comw&$mmimx'mm~r 
[ooi6] imam 1 1 2*»»Tf-*flH«!«ir--A 

l {ifflffiJaasS* 5 tz a y-f v>y i Dg^iMft 113* 

ff a . i-it, 12m ffltBMSijw \* 1 *qs*^-* 

V\ 3 yf>7 I Dgjfcgff 1 1 4 £ff ofcti? ?8®asS 
* 5 (i „ n yfyytf-fct ->x^ti\£a> 

r-yy 1 DiMfii 1 5*ff3. .r<rT\ tifffiieff-f-A 
l « a y^fyv I Dg#i£ff 1 1 3<^i?0t=, 

fliWEflW-— 1 £3 y^>-y 1 Dsnfi 115^3. 

ayfyy I D^fl 1 1 6 SrffoJttSfgffifi-f-^ 1 
fi. nyfW I Dfrt>7J-tyxtfmi 1 7*tfv\ 

2f9^f-fe>'XBS-f-fkjn ; a*fi : 3. uf^-fts^-fei^i 
5 T»ILfcGL I C#- H 2 0t3£»r 

[00 17] timK3«tt*5£J:tf I C^-K9 

•c-coBf^b5^-tyxie»#ni{cov^T, 03. 04* 

[0018] H3«, *$twcomi<omMmi l z}3tt&in 
ata^-ts 5>r * y^teiiMa^^ n-+*- h x-h 

[00 19] 02 tmttcoizltmtm^nLXh 
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& . ffi ffi^aSS* 1 1 tiBS^f t5 -f -te >"X^fI 1 2 9 * 

fir flHRoatBiu ioE»*si4tcieiw-f 

IC I CD- K 2 0 (CBi-^-fb^-f Hr >-XiMfI2 0 3 *ff 
0. IC^-F{iBf^-^9-f-fe^Xgft2 0 4*ffo^ 
1 3 0 (c*f JEfc L>tt8?S8 2 0 6T-7^y^ 

«£*fc««2 0 5 *tfi\ *&%tt.74*ywm£itz 

ffS.JMc. lC*-F20ttt.IM*S27t:J: 
•5 9^-lryxa^<;2 0 7^, ?4-bXXRf9{U& 
S209T\ 9-^f •fe>'Xflk<97'f -teXXil2 0 8*£fi!c 
i<09^-fey^2 08*ffl^T. flHf#S2 6 

mmt7j*y*mm2 1 o*frv\ tn^as* i 1 

IT'li, Bf^Hfc;^-te>X§fl2 1 1*^-5 Bf 

m\L ; 74 J ty*m&2 1 2*firW 7^-fe>-xtt^p^ 

[0020] I C*-F2 OT'ti. Bf^-fbv-f -feVXl 
ft 2 lO^fi m$tcr>74 *y*m2 0 8*flDg 
#8 3 0 T-ifc £ AT . Bf 2 6 «ft LfeBf^-fk 

a^*tff85&as*i ltc^-r?.. ns^^a^^ai 

fi2 1 3 ^ff 3 . »«ffi?8S*2 0 1 iiifc^LiiSig* 

*gff2 1 4 Lfcft, l«#'ftJI^{i*^'=S:^<0-C. Bf# 

•fLa^38** s A^^Bf #^t«!tese2 1 5 *«a . I C 

^-H2 0ti. *>4>OBf^-^tSI^Sfi2 1 6*fi3fc. 

^L^SI^SSa 22UJIC*- h*<0»ieii#g2 9 (C 
«kO ic^-h^ort^ldliSixl,,, iJcfc, ic*-k 

2 0{i^aa2 2 l*fflV^T. 9^-fe>-X®2 08* 
«^fcf« UPHttl 2 2 2*tfa„ iJ!T\ Bfr§- 

^$n^9-f-t^xii(iBf^'ftsi^i: Lxmmwm* 
1 1 tc^fi-r^Bf^-fLa^iMfiMa2 2 3 *tf a . ahb 
jasijg* 1 1 t'ti. Bf mmm&m2 2 ax-, ic*- 

#t#a 1 4 tci2ii-r4Bf-^-ft^fef*2 2 5 **t3 . 

[002 1 ] tLh. ^T7^f-k>-X*A¥-r-l»f^c7). 

IC*-F2 0^Bf^-ftJt^S^jMfi2 1 3(i, IC* 
-K20fflJT» 9-f-b>XA¥* J {it.ftT. hh\^m 

*. I C^- H 2 0CC«|*fi|**fei*$ilT^'3: 

mpfcj: o . mzth ztizx*). m^ttmm&m 2 1 

6tbi> tc«BS-r £ c t § . 

[ 0 0 2 2 ] mmmmm 5 t-r-r-tc^-f * 

WsSMZtiX ^ZOi'&lz-o^X . 04 *fflOT!MBfl-r 
4. 04<i. *^co^lcoHSS0iJtcio(t4 5-f-fe>'X 

i§i t##* ft lt fe 0 , ff $gjaas* 5 obi -§-fi^i* 
ft 2 1 4 * Tim 3 1 ia]«^rcoT'Si^{i*^-r h . ^ 
fc. *^Bjx-«i. 7 4*:yxm&74*y*mz&j&t 
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«2 3 014**47'-^ war* 4. 

[0023] mmmmsu* -rvtzKMZtix^t 
m^ik$m2 2 8^i cd- Yizmmi-bn^mssm 

fl2 2 8£fi : 3. IC#-F2 0(4Bf-SHt83&fi2 1 
6(34 0S(tffio^Bf^kJ|^2 2 8£«3tSt2 2 1 £ 

ffl v «#*tr h 9mv*> h 2 1 75 

3 0 £jn*#B 3 0 Tin*-*- •s^arj) 45^* 

1 9*ff3. 36(c. I ca-K20TU* 
fcfc«3«*^*S«fe«¥&2 7KJ: Ofil^SI±JSg 
«S2 2 2?rffv\ OJMI2 3 1 t^jft-T*. * 

&u «£tt2 2 1 ta^«2 3ii««f-^Ti 

[0024] I C#- F 2 0T(4, flHHt*R2 6 Tfr 
fcfcffr£Lfc«SUt2 3 1 TffcttmUtftSRfcqH? 

-ffc*4it*i*#fl:««2 2 2 ttfv\ nmmuB5i: 
mm-r &«&ttmtmm 224*^0. « 5 

Ttt. fr^^nf^-ftJI^5^ttJR4Bf^lJi^fi2 2 

4ttfv\ «#ft«JB2 2 8tc*ir«^ie#^b«« 
232 ismtt m^mmmzrt 0. 1 cxr - f 2 

0T'(4, «^UI«Hlfi2 2 3Srff->fc», #^St3fi« 
2 2 1 £«*U tfU*&Kft2 3 1 £«5fc«2 2 1 fc 

[ 0 0 2 5 ] JSLh. **9i£«fc 4 >XimUmz 
o^rWBtfc. *»W<offili05rSTl4. (4 
Jtt*ftTfflHHfc3*LTti£3k -o(;:|ia*ffic£>fvCi 

1 C*-Hfc:iE«Siitv^<o{i«H5Hi<o««tt-c* 
4W, Si^sfirVU C^-K(:^tt^<^7'( 

[0026] &(C, 3yfV7i7)S4COV^PIt 
4. H5«4*%HBcom-c7)llJ5IWCfc(t.|». 3>-f>"V 

[0027] mmnmm* 5 (4^— ft^coa yf yy 

W£#4?(;:4 9 , IC^-h^Otcn^-r^yiDSO 
ID3 0 5(4f*A>£>j*fiLTk&^. IC^-F2 0<4 

3>f->-yff^®*3 0 4$-Sfti-4t , n^f-vyff 
^csfiatflr ^^-feyx^jRo as+*tz . nffHtfH! 2 2 
8 w$gj&si^* 5 (ci«^(btt!es^@ 2 

13^5. ffi^S^*5(4Bg^-ft31jiig:£§fi2 1 

■tm^tmmmm2 1 55^3. menre-ftsi 
^*j*fi2 1 3(4, ny-x^-ys^aiifii^-c*^^ 

£ t <0E^#O^ •/ -fe- y'T t fc=5: V IC*- F 

2 0(4B&^-f(^Sft2 1 6$rffdt, Bt^-f Ut3? 2 2 
8£8tE#S¥&2 9fciE«LT*r>fe«|«ai2 2 1 



^3*i*:«Sfc&»<«>. HCAfLtv^ayfyyiD 
3 0 5 fc»J6 5 A * V X 3 2 0 £JR 0 ffi-TKS 9 -f 
-fey^.}*aj3 1 0£*t <X¥lz, IC#-F2 0(47 

**flHWfrf 4*. 7-u-^ro^BMBI*asS3 1 1 5 
*t3„ 7U-^r^BMRiaA3 1 2Sr«oitffi$85!ia 

an* 1 1 ityu-^&mm 3 1 4 5 1 c f 2 0 (cjh 
mt?>yi-— r&m&mm3 1 3 £tr5 . tv— wmb 

HSft3 1 5 5ff^IC*-H2 0ll TU-^'&m 

m3 1 4x-9tizm^tLtz74 -t>x3 2 0 *whhm- 

X3 2 1 *flMBS!yi«*KaS^*lii^9>f ■feVXiS 
ftSrffo. «t^k5>f-«£^«e3l8*1f-ofcflWli«i 

as* 1 1 t4Bi^ft^ -t>-x$-r^-^^si3 1 4 
t^iE ttzru-^mmm 340 xmvcth ^-ty 

XfIf«I3 1 9$rfft\ 5 4 *yX3 2 0 SrflXtH 
L. Bf-f-ftn >-T->>y 3 3 05'7'ftyx3 2 0 

■itt^^yryym^mm3 2 2?rm>. nv-f-^-y 

3 3 1 ^rBSttJU. ^nyfy733Uf^§^li 

b*«(c-T4 a yf-yys*3 23^5, 

[0028] ULhSfcHj 4 3 (c , *^Hfl-C'(4. 5 -f -fe 
yxS: I C ij- F rtt'(4'5r < BMStWSffi* 1 1 fcfg*W 
I Cti-YlzliJA *yA£±k*btzm?)fr£fe 

m-z-fr&x'bhik. icA-vommzmmmzjA 
4 a-c-Bf^-fb? fix t^tto, — icomtfbfri x 

^TtfJllSrJBiWiitJiT**^. ?^Cs Bf^ 
[ 0 0 3 0 ] 06(4, 1 <7)HSfe^J^x^^^ 

^ta« 5 -f * ^xH'j^aa^ o-ct?:^ 

t. 401 (i-ffffiMSSg^cOSttS, 4 0 2(4 I C#- F 
2 0rt£O*!tfI£7jrr. 04 t|a]««5aa(C(4, ffl 

[0031 ] J--if* <[ 3>'^yyB»fc4^(4ayxy 
•y»»«fe^5 A*#S 1 8 4 K) b . tflSSIUIiiS 
*1 l(4H'J^-r-l.3>'x>- > yiD4 0 5J:i:t{c:, 3> 
x>-y««S*j*ft4 0 3 Srfifo . 3>-r^y»II»S* 
SfI5fi ; ^^IC*-F2 0(4, fffffi«SSSg*l IK* 
#il^^S*^ft2 1 3£i£ft^S. OT, @4t|i|« 

fc. WfS5&a«*i i -c, Bg^^sims*Sfi2 14*$ 

4CfB|^-fba^iMfl 2 15, I C F 2 0 T'Bf^tJI 
mSft 2 16, Bi-^fctt^fS-SHL 2175^3.^^' 

tc , i c * - f 2 o x-\mmt $ , mmx'fo h 
it? xcvm.fr mzA^-tn-x-foh^vry-v 

I D4 0 5(C*t)E-f&7>f-fe:>-X£& , 5ttJU 
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7x^ttmizm^fc?&mm*§r'ik9m4 18^ 
v\ m«i^mm4 1 9££i£u Bi-^ui3fiiiifi4 2 

1 £ff ? . I C#— K 2 OTtis Bf^^«^iHfi4 2 1 
£fro£f&, #r«5f$t4 1 7 2rSimiS2 2 1 tmMt& 

mMmAW4 2 6 «rf?v\ sxoaiLJt7^-b>- 

4 2 2 £fl-?*:flL ffBf-f-fbft«4 2 3 £B§-5HL«3? 2 
2 8 1 SBf ^f~ftffljftA#4 2 4%'fro. 

[0032] u±mwitz7-(*yxfflm<vjji&iz£ 

&m-tz>z.ttfX'$%wx\ j-i-KyxcDwmz 
®&x'%&. £tz. mtz%mm*3t'-i-z>ztx\ * 
»ic*-F^tuwi i&commwm^Mmx- 

7'HzyAtt%)l,Zi-&C\ttfX'£, 3-~fl,Ztr>X& 

[00 3 3] <*fc. yj-tvAtmMzmm-hmiiiz 
■o^xmi. m8£m^xmw-?&<, 
[ o o 3 4 ] H7 <i, *%w<vm-cDmmmi,zt5i?& y 

[0035] mmmm*. n. ic*-H2 oi«c 

0 i xmm u: t nx-b <o . mmamm* 5 0 ammm 
w®*i itmme>m®&HL. ic*-F5nnc 

h 2 0 1 R«<oflwg*^. t»#saa«* nt« 
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Abstract 

Problems to be solved by the invention 

In the digital copyright protection system of the prior art, when the number of purchase 
licenses is increased, the amount of digital license data managed by a secure card increases, and 
a larger capacity is needed. 



Means to solve the problems 

According to the present invention, the plural key data for encrypting plural license data 
are summarized, and a single item of key-bundle key data is used for encryption. With an IC 
card, said key bundle data alone are managed, and the encrypted data obtained by summarizing 
the license encrypted data and the key data used in encryption are stored in the information 
processor. With said means, it is possible to manage plural licenses by recording a single item of 
key bundle data in the IC card. Also, the encrypted license and the key bundle are effective only 
when they are used together with the IC card used in authentication [sic; encryption]*. 
Consequently, unauthorized use of the license by others is impossible, and only the IC card 
holder can easily perform copying and reproduction. 




Figure 1 



* [Note: This is a typographical error in the original, and is translated as encryption" in several other obvious places 
in the patent.] 
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Claims 

1. A type of digital copyright management system characterized by the following facts: 
The digital copyright management system comprises an IC card, on which the private key 
and the public key corresponding to the private key are recorded, an information processor 
having a connection means to said IC card and a data communication means, and a license 
delivery device, which stores plural license data and delivers the license data via said 
communication means to said information processor; 

said license delivery device has a first encryption means, which encrypts the license data 
by means of the public key of said IC card and takes them as the first encrypted license data, and 
a license delivery means, which delivers said first encrypted license data to said information 
processor; said information processing terminal transfers the first encrypted license data 
delivered by said license delivery device to said IC card; said IC card has a decoding means, 
which decodes the first encrypted license data delivered from said license delivery device with 
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said private key to form license data, a key data generating means that generates the key data for 
each said license data, a second encryption means, which makes use of said key data to encrypt 
said license data to generate the second encrypted license data, and a key bundle data generating 
means, which summarizes said key data for each said license data to form a single key bundle 
data; 

by means of said second encryption means, which makes use of said key data generating 
means to generate key-bundle key data for each said prepared key bundle data, and with said 
key-bundle key data as the key data, said system encrypts said key bundle data to generate said 
encrypted key bundle data, and records said key-bundle key data on the IC card. 

2. The digital copyright management system described in Claim 1 characterized by the 
fact that 

the second encrypted license data and said encrypted key bundle data generated by said 
second encryption means of said IC card are recorded in said information processor. 

3. The digital copyright management system described in Claim 1 or 2 characterized by 
the following facts: 

a second compounding [sic; decoding]* means that decodes said encrypted key bundle 
data to said key-bundle key data is set in said IC card; 

each time that said IC card receives said second encrypted license data from said 
information processor, said key-bundle key data are used to generate the new key data and the 
new key-bundle key data by means of said key bundle data said key generating means [sic; said 
key bundle data generating key generating means], and the newly generated key data are added 
to the key bundle data by said key bundle data generating means to generate the new key bundle 
data; by means of said new key-bundle key data, the new key bundle data are encrypted by said 
second encryption means to generate the new encrypted key bundle data, and said key-bundle 
key data are recorded in the IC card, while said key-bundle key data are deleted as old key- 
bundle key data from the records. 

4. The digital copyright management system described in Claim 1 , 2 or 3 characterized 
by the following facts: according to the license data deletion request or movement request from 
said information processor, said IC card makes use of said key-bundle key data to decode said 
encrypted key bundle data by said decoding means to form the key bundle data; the key data 
corresponding to the license data for which said deletion request or movement request was made 
are deleted from said key data to form the new key bundle data; said key generation means is 
used to generate new key-bundle key data; the new key-bundle key data are used to encrypt said 



* [Note: This is a typographical error in the original and has been translated as "decoding" where it appears 
elsewhere in the patent.] 
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new key bundle data by means of said second encryption means, and the new encrypted key 
bundle data are recorded in said information processor; said new key-bundle key data are 
recorded in said IC card, and at the same time, said old key-bundle key data are deleted. 

5. The digital copyright management system described in Claim 1, 2, 3 or 4 characterized 
by the following facts: 

it has a third encryption means, which encrypts the data by means of the public key in 
said IC card; 

and when the license data are moved to a second information processor, said moved 
license data are encrypted by said third encryption means using the public key of the second IC 
card connected to said second information processor. 

6. A type of IC card characterized by the following facts: it has the following parts: a 
private key, a public key corresponding to said private key, a decoding means that uses said 
private key to decode the encrypted data encrypted by means of said public key to access a data 
item, a key data generating means that generates the key data for each said data item, an 
encryption means that encrypts said license data with said key data to generate the second 
encrypted data, and a key bundle data generating means that summarizes said key data for each 
said data item to form a key bundle data item; with said key data generating means, the key- 
bundle key data are generated for each said prepared key bundle data item; with said key-bundle 
key data as the key data, said second encryption means is used to encrypt said key bundle data to 
generate encrypted key bundle data; and said key-bundle key data are recorded on the IC card. 

7. A digital copyright management method characterized by the following facts: the IC 
card has a private key, a public key corresponding to said private key, a decoding means that 
uses said private key to decode the encrypted data encrypted by said public key to get the data 
item, a key data generating means that generates the key data for each said data item, an 
encryption means that encrypts said license data with said key data to generate the second 
encrypted data, and a key bundle data generating means that summarizes said key data for each 
said data item to form a key bundle data; with said key data generating means, the key-bundle 
key data are generated for each said prepared key bundle data; with said key-bundle key data as 
the key data, said second encryption means is used to encrypt said key bundle data to generate 
encrypted key bundle data; and said key-bundle key data are recorded in the IC card; said second 
encrypted license data and said encrypted key bundle data are recorded in the information 
processor having a connecting means with said IC card. 



6 



Detailed explanation of the invention 
[0001] 

Technical field of the invention 

The present invention pertains to a type of digital copyright management system for 
protecting the copyright of digitized moving pictures, sound, and other content. In particular, the 
present invention pertains to a type of digital copyright management system that makes use of an 
IC card to protect the copyright. 

[0002] 
Prior art 

The Keitaide Music content delivery service standardized by the Keitaide Music 
Consortium uses a conventional system for protecting the digital copyright of the content of 
digitized moving pictures, sound, and other content in the prior art. 

[0003] 

According to said Keitaide Music, the encrypted contents are delivered free of charge 
from a content server via cell phone network. As for the license that is the key for decoding the 
encrypted content, the encrypted license is delivered via the cell phone network from the license 
server when the user purchases the right of the license. The delivered encrypted license is input 
via the cell phone to a secure memory card, and it is decoded and stored there. When the content 
is to be reproduced by a player, the encrypted content and license are accessed from said 
memory card, and the encrypted content is decoded for reproduction by means of the license. 

[0004] 

Problems to be solved by the invention 

Because the license is entirely stored in the memory card in said copyright protection 
system of the present invention, the number of the licenses that can be stored is restricted 
according to the capacity of the memory card. In particular, for an IC card with a relatively low 
capacity, plural memory cards would be needed if a lot of licenses were purchased. Also, no 
consideration is given in said prior art license transfers to other persons, so that the system is not 
very convenient for the user. 

[0005] 

The purpose of the present invention is to provide a type of digital copyright management 
system characterized by the fact that more licenses can be managed relative to the storage 
capacity of an IC card, such as low-recording-capacity IC cards that can be carried around easily, 
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safe management of the encrypted licenses is possible, and the owner of the IC card can copy the 
encrypted licenses to plural devices he/she owns, so that the owner needs only to carry around 
the IC card, while reproduction of the content can be performed anywhere. 

[0006] 

Means to solve the problems 

In order to solve the aforementioned problems, the present invention provides a type of 
digital copyright management system. As one characteristic feature of the digital copyright 
management system of the present invention, when a license is purchased, the encrypted license 
received from the server is decoded by means of the private key in the IC card; a random number 
generating means is then used to generate a new license key, and the license decoded by means 
of said license key is encrypted again, and the encrypted license is stored in the information 
processing terminal. When plural licenses are to be held, a license key bundle key is generated in 
the IC card; said plural license keys are encrypted as a group, and the bundled encrypted license 
keys are stored at the information processing terminal. The license key bundle key is stored in 
the IC card. 



[0007] 

By means of said license storage method, it is possible to manage more licenses even 
when using an IC card with a relatively low storage capacity. 

[0008] 

Embodiment of the invention 

In the following, application examples of the present invention with reference to figures 
will be explained. 

[0009] 

Figure 1 is a functional block diagram illustrating the digital copyright management 
system in Application Example 1 of the present invention. Here, (1) represents an information 
delivery server; (10) represents a network, (11) represents an information processing terminal, 
and (20) represents an IC card. Said information delivery server (1) and information processing 
terminal (1 1) are connected by means of network (7) [sic; 10]*, and IC card (20) is connected to 
information processing terminal (1 1). In the following, their constitutions will be explained. 



* [Note: This is one of numerous numbering errors in the text and figures.] 
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[0010] 

Said information delivery server (1) has at least recording means (2), encryption means 
(6), authentication means (8), and communication means (7). According to a request received by 
communication means (7), said information delivery server (1) performs authentication of the IC 
card with authentication means (8), encryption of the license stored in recording means (2) with 
encryption means (6), and transmission of the encrypted license via communication means (7). 

[0011] 

Said information processing terminal (1 1) has at least CPU (15), ROM (37) connected to 
CPU (15) with bus (16), recording means (14), I/O [input/output] (17), reproduction means (19), 
input means (18) controlled by I/O (17), IC card I/F [interface] (13), communication means (12), 
display device (35), and sound output means (36). Said recording means (12)[sic; (2)] may be a 
rewritable RAM, hard disk, or flash ROM. Said input means may be operating buttons or a touch 
panel, or the like. Said IC card I/F (13) is connected to IC card (20), and communication means 
(12) is connected with information delivery server (1) by means of network (10). 

[0012] 

Said IC card (20) has at least the following parts: input/output I/F (23) for connection to 
information processing terminal (11), authentication means (21) for authentication of 
information delivery server (1), public key (22) for encrypting the license by encryption means 
(6) of information delivery server (1), private key (24) corresponding to said public key (22), 
decoding means (23) for decoding the encrypted license using private key (24), key generating 
means (27) for generating plural key data, encryption means (26) for encrypting the data with the 
key data generated by key generating means (27), adding means (30) that summarizes some of 
the key data generated with key generating means (27) to form key bundle data, key recording 
means (29), which records the key-bundle key data when said key bundle data are encrypted, key 
bundle data call means (40) that calls the encrypted key bundle data from recording means (14) 
of information terminal (11), and decoding means (31) that decodes the input data with the key- 
bundle key data recorded in the key recording means. 

[0013] 

In the following, the procedure from the request for a license in the copyright 
management system shown in Figure 1 to procurement of the license by the IC card will be 
explained with reference to Figure 2. 
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[0014] 

Figure 2 is a flow chart for the license procurement processing in Application Example 1. 
Here, (101), (102), (103) indicate the processing performed in information delivery server (1), 
information terminal (5) [sic; (1 1)], and IC card (20) shown in Figure 1, respectively. 

[0015] 

When a license is to be procured, the user uses input means (18) of information terminal 
(1) [sic; (11)] shown in Figure 1 to express the intention to request a license, and as a result, 
information terminal (1) sends the license request to information delivery server (1). Here, 
information delivery server (1), which performs license request reception (111), performs 
authentication processing (1 12) of IC card (20), and the same authentication processing (130) of 
information delivery server (1) is also performed in IC card (20). Specific examples of 
authentication processing (112) and authentication processing (130) will be presented later. 

[0016] 

After authentication processing (1 12) is complete, information delivery server (1) 
performs content ID request transmission (1 13) at information processing terminal (5). Here, as 
shown in Figure 2, content ID is taken as the data requested by information delivery server (1). 
However, it may also be the content name or other data that can specify the content. Said 
information processing terminal (5), which performs content ID request reception (1 14), 
performs content ID transmission (115) once the requested content is determined. Here, instead 
of content ID request transmission (113), information delivery server (1) can also send the list of 
contents, which is used by the information delivery server in managing the license, to the 
information processing terminal. A scheme can also be adopted in which the user selects the 
content from the list of contents when the list of contents is sent. In this case, the list of contents 
is displayed on display device (35) at information processing terminal (5), and the user is 
prompted to specify the desired content. As a result, the user uses input means (18) to specify the 
content from the input data, and performs content ID transmission (1 15) to information delivery 
server (1). Said information delivery server (1), which performed content ID reception (116), 
performs license searching (117) from the content ID, accesses the license data, and uses public 
key (22) of IC card (9) [sic] to perform license encryption processing. After the encrypted license 
is received by information processing terminal (5), it is sent to IC card (20). 

[0017] 

In the following, the procedure of encrypted license recording in information processing 
terminal (5) and IC card (9) will be explained with reference to Figures 3 and 4. 
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[0018] 

Figure 3 is a flow chart illustrating the license recording processing in Application 
Example 1 of the present invention for a license that is procured for the first time. 

[0019] 

The same part numbers as those adopted in Figure 2 are adopted here. After information 
terminal (11) performs encrypted license reception (129), instead of recording it in recording 
means (14) of information terminal (11), encrypted license transmission (203) to IC card (20) is 
performed. After the IC card performs encrypted license reception (204), it performs license 
decoding processing (205) by means of private key (206) corresponding to public key (130), and 
it performs decoding of the encrypted license. IC card (20) then uses key generating means (27) 
to perform license key generation (207), and in license encryption processing (209), license key 
(208) is generated for each license. By means of said license key (208), the license that has been 
decoded in the former stage by encryption means (26) is re-encrypted. Then, encrypted license 
transmission (210) is performed. After performing encrypted license reception (21 1) at 
information processing terminal (11) encrypted license recording (212) is performed, and said 
encrypted license encrypted by a different license key for each license is recorded in the 
recording means of information processing terminal (11). 

[0020] 

After performing encrypted license transmission (210), said IC card (20) requests the 
encrypted key bundle, which has plural license keys (208) summarized by adding means (30) 
and encrypted by encryption means (26), from information processing terminal (1 1) by means of 
encrypted key bundle request transmission (213). After portable information terminal (201) 
performs reception (214) of the encrypted key bundle request, because there is as yet no 
encrypted key bundle, the encrypted key bundle portion performs empty encrypted key bundle 
transmission (215). When said empty encrypted key bundle reception (216) is performed, IC 
card (20) performs key bundle generation (220) that generates the key for the key bundle. At this 
time, generated key bundle key (a221) is recorded by key recording means (29) of the IC card in 
IC card (20). Then IC card (20) uses key bundle key (a221) to perform key bundle encryption 
processing (222) that encrypts license key (208). Here, the encrypted license key performs 
encrypted key bundle transmission processing (223) that sends the encrypted license key as the 
encrypted key bundle to information processing terminal (1 1). At information processing 
terminal (11), after the encrypted key bundle is received from IC card (20) by means of 
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encrypted key bundle reception (224), encrypted key bundle recording (225) is performed to 
record the encrypted key bundle in recording means (14). 

[0021] 

In the above, an explanation has been provided for license recording processing when the 
license is procured for the first time. First of all, whether the license is being procured for the 
first time or no license is recorded at information processing terminal (5) is checked on the side 
of IC card (20), from the fact that no key-bundle key is recorded in IC card (20), said encrypted 
key bundle request transmission (213) from IC card (20), can be omitted together with empty 
encrypted key bundle reception (216). 

[0022] 

In the following, a case in which the license is already recorded at information processing 
terminal (5) will be explained with reference to Figure 4. Figure 4 is a flow chart of the license 
recording processing in Application Example 1 . The same part numbers as those adopted above 
in Figure 3 are adopted here, and because the process up to the step encrypted key bundle 
transmission (214) of information processing terminal (5) is the same as in Figure 3, it will not 
be explained in detail again. According to the present invention, because a license key is 
generated for each license, license key (208) in Figure 3 and license key (230) shown in Figure 4 
are keys of different data. 

[0023] 

Said information processing terminal (5) performs encrypted key bundle transmission 
(228) [sic; (215)], in which encrypted key bundle (228) that has been recorded is transmitted to 
the IC card. Said IC card (20) uses decoding means (31) to perform encrypted key bundle 
decoding (217), the processing for decoding encrypted key bundle (228) received via encrypted 
key bundle reception (216), using key-bundle key (221), and performs license key addition 
processing (219) in which license key (230) is added by adding means (30) to the decoded key 
bundle. In addition, IC card (20) uses key generating means (27) to generate the new key-bundle 
key, key-bundle key generation processing (222) is performed to generate key-bundle key (231). 
Also, according to the present invention, the key-bundle key is newly generated for each new 
key bundle, and key-bundle key (221) and key-bundle key (231) are constituted of different data. 

[0024] 

In said IC card (20), by means of key-bundle key (231) newly formed by encryption 
means (26), key-bundle key generation processing (222) is performed to encrypt the newly 
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formed key bundle, followed by encrypted key bundle transmission (224) to information 
processing terminal (5). In information processing terminal (5), encrypted key bundle reception 
(224) is performed to receive the new encrypted key bundle, and the encrypted key bundle is 
recorded for new encrypted key bundle (232) instead of encrypted key bundle (228). After 
encrypted key bundle transmission processing (223) is performed in IC card (20), old key-bundle 
key (221) is discarded, and new key-bundle key (231) is recorded as key-bundle key (221). 

[0025] 

In the above, the license recording method according to the present invention has been 
explained. According to the recording method of the present invention, because the license is 
encrypted by different keys, even when one key is broken, a hacker still cannot take out the 
licenses. Also, because what is recorded in the IC card is at least one key-bundle key, it is 
possible to construct a system many licenses can be managed even in an IC card with relatively 
low capacity. 

[0026] 

The reproduction of content will be explained in the following. Figure 5 shows an 
example of the flow of the content reproduction processing in Application Example 1 of the 
present invention. 

[0027] 

According to a content reproduction command from the user, information processing 
terminal (5) performs content reproduction request transmission (303) that starts the processing 
for reproduction of the content together with content ID (305) in IC card (20). A scheme can also 
be adopted in which transmission is performed later for content ID (305). In order to fetch the 
license needed for content reproduction when IC card (20) receives content reproduction request 
(304), encrypted key bundle request transmission (213) is performed at information processing 
terminal (5) to obtain encrypted key bundle (228). When information processing terminal (5) 
performs encrypted key bundle reception (214), encrypted key bundle transmission (215) is 
performed to send encrypted key bundle (228) to IC card (20). Also, a message of response 
saying that preparation for the content reproduction processing is ready may be sufficient as 
encrypted key bundle request transmission (213). When IC card (20) performs encrypted key 
bundle reception (216), encrypted key bundle decoding (217) is performed as the decoding 
processing using key-bundle key (22 1) having encrypted key bundle (228) recorded in key 
recording means (29), and license extraction (310) from the decoded key bundle is performed to 
fetch license (320) corresponding to procured content ID (305) from the decoded key bundle. IC 
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card (20) then prepares to perform transmission of the license. First of all, in order to encrypt the 
license, player public key request transmission (311) is performed. After performing player 
public key request reception (312), information processing terminal (11) performs player public 
key transmission (313) to send player public key (314) to IC card (20). Said IC card (20) that 
performs player public key reception (315) performs license encryption processing (316) to 
encrypt license (320) that has been decoded by means of player public key (314), and performs 
encrypted license transmission to transmit encrypted license (321) to the information processing 
terminal. Said information processing terminal (11) that performs encrypted license reception 
(318) performs license decoding processing (319) with the encrypted license decoded by player 
private key (340) corresponding to player public key (314), so as to fetch license (320). It then 
performs content decoding processing (322) to decode encrypted content (330) with license 
(320), and it fetches content (331), followed by content reproduction (323), to convert content 
(331) to sounds or images. 

[0028] 

As explained above, according to the present invention, the license is stored in 
information processing terminal (11) instead of in the IC card. Consequently, only the key that 
summarizes the licenses is stored in the IC card. Consequently, the licenses are managed 
irrespective of the capacity of the IC card. Also, because the license is encrypted by a different 
key for each license, even when a hacker discovers one key, he/she can still not decode all of the 
keys. In addition, because the key is changed each time of encryption, a safe system can be 
formed. 

[0029] 

In the following, a case in which a license is to be deleted will be explained with 
reference to Figure 6. 

[0030] 

Figure 6 is a flow chart illustrating an example of the license deletion processing for the 
digital copyright management system in Application Example 1 of the present invention. Here, 
(401) represents the processing at the information processing terminal, and (402) represents the 
processing within IC card (20). The same part numbers as those adopted above for Figure 4 are 
adopted here, and they will not be explained again. 
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[0031] 

When the user makes use of input means (1 8) to input a command for content deletion or 
content movement, together with deletion content ID (405), at information processing terminal 
(1 1), content deletion request transmission (403) is performed. In IC card (20) that has received 
the content deletion request, encrypted key bundle request transmission (213) to information 
processing terminal (1 1) is performed. Then, just as in the process shown in Figure 4, encrypted 
key bundle reception (214) and encrypted key bundle transmission (215) in information 
processing terminal (11), and encrypted key bundle reception (216) and encrypted key bundle 
decoding (2 1 7) at IC card (20) are performed. Then, in IC card (20), the license corresponding to 
deletion content ID (405) is fetched from the bundle of the encrypted license as a key bundle, 
and key bundle generation (416) for generating a new key-bundle key for bundling the remaining 
licenses as a new key bundle is performed. Then, key bundle encryption processing (418) that 
encrypts the new key bundle by new key-bundle key (417) is performed to generate new 
encrypted key bundle (419) and to perform encrypted key bundle transmission (421). In IC card 
(20), after encrypted key bundle transmission (421) is performed, key-bundle key replacement 
(426) is performed for using new key-bundle key (417) to replace key-bundle key (221), and the 
fetched license is deleted. After performing encrypted key bundle reception (422), information 
processing terminal (11) performs encrypted key bundle replacement (424) using new encrypted 
key bundle (423) to replace encrypted key bundle (228). 

[0032] 

By means of the aforementioned license deletion system, the license to be deleted is 
processed and deleted in the IC card, so that the user cannot make unauthorized use of the 
license. Also, a new key-bundle key is formed, and only the new key bundle is effective, so that 
even when the old key bundle is copied, it still cannot be used. Consequently, complete deletion 
of the license is performed. Also, by copying the new key bundle, an effective IC card can be 
gained, so that the license can be made effective at other information processing terminals. This 
makes the system user- friendly. 

[0033] 

In the following, transfer of a license to another person will be explained with reference 
to Figures 7 and 8. 

[0034] 

Figure 7 is a diagram illustrating an example of the constitution involved when a license 
is to be transferred in Application Example 1 of the present invention. 
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[0035] 

Said information processing terminal (11) and IC card (20) are the same as those 
explained with reference to Figure 1. Information processing terminal (50) has the same function 
as that of information processing terminal (11), and IC card (51) has the same function as that of 
IC card (20). Said information processing terminal (11) and information processing terminal (50) 
are connected using various communication means in either a wireless or wired way to perform 
data exchange. In the following, the processing for license transfer with reference to Figure 8 
will be explained. 

[0036] 

Figure 8 is a diagram illustrating the processing flow for transfer of a license to the 
copyright management system of the present invention. The processing performed at information 
processing terminal (1 1) on the side that transfers the license is indicated by (501), the 
processing in IC card (20) is indicated by (502), and the processing of information processing 
terminal (50) and IC card (5 1) on the side that receives the license is indicated by (503). 

[0037] 

Upon input from the user, information processing terminal (11) performs license transfer 
request (510), and IC card (20) performs license request reception (511), whereupon, license 
deletion processing (5 1 2) explained with reference to Figure 6 is performed by information 
processing terminal (11) and IC card (20). However, the processing of license deletion (427) is 
not performed immediately. Said information processing terminal (11) performs public key 
request transmission (514) to information processing terminal (50). Said information processing 
terminal (50) that has performed public key request reception (515) performs public key 
transmission (516), and sends public key (517) recorded in IC card (51). After reception of the 
public [key], information processing terminal (11) sends the public key to IC card (20) as is. Said 
IC card (20), which has performed public key reception (518), uses the received public key (517) 
to perform license encryption (521) that encrypts fetched license (513), and performs encrypted 
license transmission (521). Also, after IC card (20) performs encrypted license transmission 
(521), it performs license deletion (52) for the transmitted license. Said information processing 
terminal (11) transmits encrypted license (520) received from IC card (20) as is to information 
processing terminal (50). Said information processing terminal (50) that has performed encrypted 
license reception (522) sends encrypted license (520) to IC card (51), and encrypted license 
recording processing (523) is performed in information processing terminal (50) and IC card 
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(51). Here, because encrypted license recording processing (523) is identical to the processing 
explained with reference to Figure 2 or Figure 3, it will not be explained in detail again. 

[0038] 

As explained above, in the copyright management system of the present invention, the 
license is encrypted in the IC card by means of the public key of the IC card that performs a 
transfer, and it is then transmitted. Consequently, the content of the license is not available 
without the IC card of the transfer receiver, so that the license can be transmitted safely. Also, 
just as was the case in the explanation of license deletion, the key-bundle key is changed each 
time the license is moved. This makes unauthorized use of the license difficult. 

[0039] 

Effect of the invention 

As explained above, according to the digital copyright management system of the present 
invention, many licenses can be managed relative to the storage capacity of an IC card, such as a 
portable IC card with a fairly small storage capacity. Also, the encrypted data recorded at the 
portable information terminal can be decoded only by the IC card that generates the key, so that 
the encrypted license can be managed safely. In addition, the owner of the IC card can copy the 
encrypted licenses to all of the plural devices possessed by said owner, so that he/she needs to 
keep only the IC card, and can perform playback of the content anywhere. 

Brief description of the figures 

Figure 1 is a block diagram illustrating the function of the digital copyright management 
system in Application Example 1 of the present invention. 

Figure 2 is a flow chart illustrating the license procurement processing in Application 
Example 1 of the present invention. 

Figure 3 is a flow chart illustrating the recording processing for a license procured for the 
first time in Application Example 1 of the present invention. 

Figure 4 is a flow chart illustrating the license recording processing in Application 
Example 1. 

Figure 5 is a diagram illustrating an example of the content reproduction processing in 
Application Example 1 of the present invention. 

Figure 6 is a diagram illustrating an example of the flow of license deletion processing in 
Application Example 1 of the present invention. 

Figure 7 is a diagram illustrating an example of the constitution involved in the event of 
license transfer in Application Example 1 of the present invention. 



Figure 8 is a diagram illustrating an example of the constitution [sic; processing flow] 
involved in the event of license transfer in Application Example 1 of the present invention. 
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